Resources related to the AI-Enabled Vulnerability Discovery,
Exploitation, and Remediation Series (May — June 2026)

Resources related to the Al-Enabled Vulnerability Discovery, Exploitation, and Remediation
Roundtable Series organized by the Office of Security Management within the Maryland
Department of Information Technology and hosted by the Maryland Cybersecurity Council. The
series included presentations by the Cloud Security Alliance (CSA), the Microsoft Threat
Intelligence Center, OpenAl, and Google/Mandiant.

o CSA roundtable presentation on Al (by permission)

e Cloud Security Alliance: Building a Mythos-ready Security Program

» Microsoft article: Defense at Al speed: Microsoft’s new multi-model agentic
security system tops leading industry benchmark

e OpenAl: Trusted Cyber Access Registration/ (Note: Maryland State Agencies in
the executive branch should contact the Office of Security Management through
their assigned information security officer.

o Google/Mandiant: Secure Al Framework (SAIF) and Google Cloud A

o Anthropic: Monthly Informational Briefing (registration form)

e CISA BOD 26-04: Prioritizing Security Updates Based on Risk



https://1drv.ms/v/c/da0790498ca8843a/IQBdT95-Oq3DQaSWU8mnq_eXAXR43AugJMTGQbYj6ae00qw?e=6m4Bla
https://labs.cloudsecurityalliance.org/wp-content/uploads/2026/04/mythosreadyv95.pdf
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks-1.govdelivery.com%2FCL0%2Fhttps%3A%252F%252Fwww.microsoft.com%252Fen-us%252Fsecurity%252Fblog%252F2026%252F05%252F12%252Fdefense-at-ai-speed-microsofts-new-multi-model-agentic-security-system-tops-leading-industry-benchmark%252F%2F1%2F0100019f148b46d5-1ece7cdf-f69c-4abe-a4dd-9859749580a0-000000%2FVwdDaYIb0C39houuCzf_iIEEDEYGZgPlwv376eL4ZFk%3D452&data=05%7C02%7Cgregory.vonlehmen%40umgc.edu%7C4701b7e21cd34537a78a08ded60878ac%7C704ce3d6a4bf4e098516d52840c9f7a9%7C0%7C0%7C639183529088830905%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=8r66pRYVYax89x4t%2FDi9tVOZDgNaKHmt0QBNPGalJTU%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks-1.govdelivery.com%2FCL0%2Fhttps%3A%252F%252Fwww.microsoft.com%252Fen-us%252Fsecurity%252Fblog%252F2026%252F05%252F12%252Fdefense-at-ai-speed-microsofts-new-multi-model-agentic-security-system-tops-leading-industry-benchmark%252F%2F1%2F0100019f148b46d5-1ece7cdf-f69c-4abe-a4dd-9859749580a0-000000%2FVwdDaYIb0C39houuCzf_iIEEDEYGZgPlwv376eL4ZFk%3D452&data=05%7C02%7Cgregory.vonlehmen%40umgc.edu%7C4701b7e21cd34537a78a08ded60878ac%7C704ce3d6a4bf4e098516d52840c9f7a9%7C0%7C0%7C639183529088830905%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=8r66pRYVYax89x4t%2FDi9tVOZDgNaKHmt0QBNPGalJTU%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks-1.govdelivery.com%2FCL0%2Fhttps%3A%252F%252Fopenai.com%252Fform%252Fenterprise-trusted-access-for-cyber%2F1%2F0100019f148b46d5-1ece7cdf-f69c-4abe-a4dd-9859749580a0-000000%2FKc1zT5RaHo_tO-60d-NpQN8F_eqpr0-mIQ6RnWfCBR8%3D452&data=05%7C02%7Cgregory.vonlehmen%40umgc.edu%7C4701b7e21cd34537a78a08ded60878ac%7C704ce3d6a4bf4e098516d52840c9f7a9%7C0%7C0%7C639183529088860787%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Kf2sebqmLwZqBb6TwmeKXf%2B626S3bGxJR2qyndkM5h0%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks-1.govdelivery.com%2FCL0%2Fhttps%3A%252F%252Fopenai.com%252Fform%252Fenterprise-trusted-access-for-cyber%252F%2F1%2F0100019f148b46d5-1ece7cdf-f69c-4abe-a4dd-9859749580a0-000000%2Fn1RPWRfeeczlUvVvfe2bY7G0D2dibQzvltw2c37bgVI%3D452&data=05%7C02%7Cgregory.vonlehmen%40umgc.edu%7C4701b7e21cd34537a78a08ded60878ac%7C704ce3d6a4bf4e098516d52840c9f7a9%7C0%7C0%7C639183529088892958%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qVsc5SdIa4GDuLAa%2FxnY3XL6BvYrYMtIjDy7sOkWR%2FI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks-1.govdelivery.com%2FCL0%2Fhttps%3A%252F%252Fdoit.maryland.gov%252FAbout-DoIT%252FOffices%252FOffice-of-Security-Management%252FPages%252FInformation-Security-Officers.aspx%2F1%2F0100019f148b46d5-1ece7cdf-f69c-4abe-a4dd-9859749580a0-000000%2Ffob4S3JYSjqUNTW7PibtRsc9pgUpw-5J-po0TWsUg0Q%3D452&data=05%7C02%7Cgregory.vonlehmen%40umgc.edu%7C4701b7e21cd34537a78a08ded60878ac%7C704ce3d6a4bf4e098516d52840c9f7a9%7C0%7C0%7C639183529088924321%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=gGD6CEta%2BjPxRVX69Nv5Szum2oqviOUB7q3qFYw5IOA%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks-1.govdelivery.com%2FCL0%2Fhttps%3A%252F%252Fcloud.google.com%252Fuse-cases%252Fsecure-ai-framework%2F1%2F0100019f148b46d5-1ece7cdf-f69c-4abe-a4dd-9859749580a0-000000%2F2uAXRn7Mb8T19wzF5ichxX2f0COwdmSX4wZeTZdg9T4%3D452&data=05%7C02%7Cgregory.vonlehmen%40umgc.edu%7C4701b7e21cd34537a78a08ded60878ac%7C704ce3d6a4bf4e098516d52840c9f7a9%7C0%7C0%7C639183529088959288%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=6laRt1psLX%2FtNDczz%2BJNwqHXYiuV7PX4zu3S9rpvojY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks-1.govdelivery.com%2FCL0%2Fhttps%3A%252F%252Fforms.gle%252FCemARZgd1e2EoH5f7%2F1%2F0100019f148b46d5-1ece7cdf-f69c-4abe-a4dd-9859749580a0-000000%2FLnqR47EHAJVbulNn7crIrG6pkyIhd2jH2_iyrOmxrNk%3D452&data=05%7C02%7Cgregory.vonlehmen%40umgc.edu%7C4701b7e21cd34537a78a08ded60878ac%7C704ce3d6a4bf4e098516d52840c9f7a9%7C0%7C0%7C639183529088998902%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=1E27e1UdOwMVKaTZKjefKtH0lPVp8CXfGhhRyud3UnA%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flinks-1.govdelivery.com%2FCL0%2Fhttps%3A%252F%252Fwww.cisa.gov%252Fnews-events%252Fdirectives%252Fbod-26-04-prioritizing-security-updates-based-risk%2F1%2F0100019f148b46d5-1ece7cdf-f69c-4abe-a4dd-9859749580a0-000000%2F8ZCHYGeQDNkxbMgTjxrE-QPAXarVsGtW39VlLMKkdvk%3D452&data=05%7C02%7Cgregory.vonlehmen%40umgc.edu%7C4701b7e21cd34537a78a08ded60878ac%7C704ce3d6a4bf4e098516d52840c9f7a9%7C0%7C0%7C639183529089040242%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=nZToRUu8sX4oKgcZ8zmdRgYIoSxjZAjJbUXE4Q9taCI%3D&reserved=0
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